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Welcome to the PCI Compliance and Security Awareness course. 
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information regarding your responsibilities to
comply with the payment card industry data security
standards or PCIDSS.

We will be discussing: PCl Compliance, Password
Management, Physical Security, Phishing and
Communications.
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The purpose of this awareness training is to provide information regarding your responsibilities to comply with the payment card industry data security standards or PCIDSS.

We will be discussing: PCI Compliance, Password Management, Physical Security, Phishing and Communications. 
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Click the button for each
section you want to view.
During each section, if you
want to return to the main
menu, click the Home button.

After  watching all  the
selections you must complete
the Final Exam and sign
Teleflora's Security policy.
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Click the button for each section you want to view. During each section, if you want to return to the main menu, click the Home button. After watching all sections you must complete the Final Exam and sign Teleflora's Security policy. 
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The Payment Card Industry (PCl) Data Security Standard is a
set of security standards that were created by the major
credit card companies.

These standards were created to protect cardholders from
the increasing risk of identity theft and security breaches.

Companies that accept, process, or store credit card
information are required to comply with these standards.

While these standards are not law, they are contractual
obligations with the credit card companies. If Teleflora fails
to comply with these standards, we could face fines and
sanctions from the credit card companies.
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The Payment Card Industry (PCI) Data Security Standard is a set of security standards that were created by the major credit card companies. 

These standards were created to protect cardholders from the increasing risk of identity theft and security breaches.

Companies that accept, process, or store credit card information are required to comply with these standards.

While these standards are not law, they are contractual obligations with the credit card companies. If Teleflora fails to comply with these standards, we could face fines and sanctions from the credit card companies.
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PCl Requirement #12.6.2, "Requires employees to
acknowledge at least annually that they have read and

understood the company's security policy and procedures."

Please click the link below to view Teleflora's Security Policy. ‘

Telefloras Security Policy
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PCI Requirement #12.6.2, "Requires employees to acknowledge at least annually that they have read and understood the company's security policy and procedures." 

Please click the link below to view Teleflora's Security Policy.
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Maintaining our security standard is very important to us,
which is why you must always be on the look out for any
breaches in PCl compliance. The consequences for a
data breach or even being out of compliance involving
credit card data could result in not being able to process
credit cards and/or "unlimited liability."

If you witness any PCl violations, you need to report it to

your supervisor or email [TSecurity@teleflora.com.
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Maintaining our security standard is very important to us, which is why you must always be on the look out for any breaches in PCI compliance. The consequences for a data breach or even being out of compliance involving credit card data could result in not being able to process credit cards and/or "unlimited liability."

If you witness any PCI violations, you need to report it to your supervisor immediately.
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Teleflora's Password Policy requires passwords to be at
minimum of seven characters long and requires
uppercase, lowercase and a numeric character. The last six
passwords you have used will not be accepted. Passwords
must also be changed every 60 days. A complex password
should look something like this:

IMiDtCn17h0ur
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Teleflora's Password Policy requires passwords to be at minimum of seven characters long and requires uppercase, lowercase and a numeric character. The last six passwords you have used will not be accepted. Passwords must also be changed every 60 days. A complex password should look something like this: 
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A good way to create passwords is to use the phrase method. By using this method, you can create complicated passwords that are hard to crack, but easy to remember! Here's an example of using the phrase method. 

My train leaves the station at 3 in the morning. 

The password created with these phrase would be: M t l t s a 3 i t m .

When you use this method, use the first letter in each word. Make sure to use the correct case. Anytime you could use a number instead of a word, use that instead; the number 2 instead of to. Be sure to also include ending punctuation.
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DO NOT:
* Share Passwords
* Write Down Passwords

DO:

+ Change your password if someone may know it

Teleflora IT support or any other third party support
services we utilize will NEVER ask for your password. If for
some reason you receive this type of request, you should
notify your manager or supervisor immediately.
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Your passwords are meant to be confidential. Do NOT share or write down passwords. If you think that someone might know your password, the first thing you should do is change it as soon as possible!

Teleflora IT support or any other third party support services we utilize will never ask for your username and password. If for some reason you receive this type of request, you should notify your manager or supervisor immediately.

Slide 11 - Physical Security - 1

[image: image11.jpg]Physical Securi

Making sure that yo
important factor in

ty

ur environment is also safe is another
security. To ensure this, there are

certain requirements all visitors and employees must

follow while at Telef]

ora.

« Employees must wear a badge in a visible location at all times.

* Seasonal Associate

s must wear wrist bands, access badges, or

temporary guest badges at all times.

* Guests must chec

in at the reception desk and get their

temporary guest badge before entering the building.

Do NOT let ANYONE in the doors with out a badge.





Slide notes

Making sure that your environment is also safe is another important factor in security. To ensure this, there are certain requirements all visitors and employees must follow while at Teleflora.

Employees must wear a badge in a visible location at all times.

Seasonal Associates must wear wrist bands and/or name tags at all times.

Guests must check in at the reception desk and get their temporary guest badge before entering the building. 

Do not let anyone in the doors with out a badge. 
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Physical Security

When handling confidential information such as credit card
numbers, there are certain precautions you should take.

DO NOT:
+ Remove or Copy Information
« Email, Text, Instant Message, SMS, or upload any credit card
information to a file share.
+ Send information through an unencrypted wireless device.
+ Write down credit card information
DO:
* Watch where you place information.
+ Be aware of your surroundings.
= Cross Cut shred any sensitive documents.

Violations can result in termination. Report any violations

to IT Security (ITSecurity@teleflora.com).
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When handling confidential information such as credit card numbers, there are certain precautions you should take.

DO NOT: 

Remove or Copy Information

Email, Text, Instant Message or SMS any credit card information.

Send any information through an unencrypted wireless device.

DO:

Watch where you place information.

Be aware of your surroundings.

Violations can result in termination.

Cross Cut shred any vital documents.

Report any violations.

Any violations can result in termination.
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Here are a few other practices that you should follow
while at work:

* Lock Your PC using Ctrl - Alt - Delete

Do not allow strangers on your computer ‘
« Password protect your voicemail

+ Do not share your username and password
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Here are a few other practices that you should follow while at work:

Lock Your PC when not in use by using Control - Alt - Delete.

Enable a password protected screen saver.

Do not allow strangers on your computer.

Password protect your voicemail.
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Phishing

Phishing is attempting to acquire sensitive information
such as: usernames, passwords and credit card details by
pretending to be a trustworthy entity via electronic
communications. Phishing attacks can be done in person,
via phone, email, snail mail, and fax.

* In 2012, approximately one in every 400 emails circulating the
web was deemed to contain elements pointing to phishing.

* The total number of phishing attacks launched in 2012 was
59% higher than 2011.

* RSA detected 445,004 phishing attacks in 2012. 77% of those
breaches were from phishing.

* 95% of all phishing attacks were meant to establish a foothold
in the intended victims systems.

Sources:
RSA Fraud Report January 2012
RSA Fraud Report January 2013
Verizon 2013 Data Breach Investigations Report
2012 Symantec Inteligence Report
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Phishing is attempting to acquire sensitive information such as: usernames, passwords and credit card details be pretending to be a trustworthy entity via electronic communications. 

"In 2011, one in every 300 emails circulating the web was deemed to contain elements pointing to phishing.

Phishing attacks recorded through 2011 was 279,580 - a 37% increase from 2010." 
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When discovered, Teleflora IT or Human Resources will
notify you of potential phishing threats. However, the
chances are significant that you are the first to receive an
offending communication.

Here are some tips to help prevent Phishing attacks:
+ Don't respond to unknown email addresses
« Don't click links inside of unknown emails.
 Report the email to your manager/supervisor
« Be sure to read the email. Phishing attacks can usually be
identified by constant mispellings or errors in the email.

Remember, IT will never ask you for your password by email,
phone or in person.
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Here are some tips to help prevent Phishing attacks:

Pay attention to company emails. Teleflora IT will usually warn you of any potential phishing threats. 

Don't respond to unknown email addresses

Don't click links inside of unknown emails.

Report the email to your manager or supervisor

Be sure to read the email. Phishing attacks can usually be identified by constant mispellings or errors in the email address.
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From: IT HELP DESK [mailto:golubns@EUnet.rs]
Sent: Wednesday, July 03, 2013 11:21 AM Loig <
Subject: UPDATE YOUR MAIL-BOX (WARNING) | SUSPICious. Isn't rs the

Serbian country code?

Yes! This email
address does look

You have exceeded the limit of 23432 storage on your mailbox set by your WES
"
SERVICE/Administrator, and you will be having problems in sending and receiving

mails Until You Re-Validate. §NGTGne from Telenarm)

Please enter your Password here :( ) And send it bacl ITyng'JII! g\;;vavzliéor

your contacts to our new Webmail cient database. Al 2

your old email willstill be there and you will have new unread messages waiting for you. We
are confident that you will like the new and improved webmail interface.

Failure to comply with this immediately will remove your access from our database.

Sincerely, “Why does IT Service
IT service! have an exclamation
System Administrator® mark?
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Can you find the points in this email that identify it as a phishing attack? Click the area you think may identify this email as a phishing attack.
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From: Roger Waters [mailto:rwaters@auth-teleflora.com]  (———— =
= ‘This is not an official
Teleflora.com email

Sent: Tuesday, June 18, 2013 2:16 PM
To: Jeff Griffith

Subject: We Need Your Help account.

Hello -

As part of our continued efforts| auth-teleflora.com is a sophisticated |

testinganew federated authen|  attempt to convince the reader of  jisiting the

following web site: their authenticity. The
auth-teleflora.com on the email

htp://auth-teleflora.com; address incidicates that this is not an

official Teleflora email account.
Thank you for your time and assistarrcer

Roger Waters, CISSP | Federated Authentications Teleflora LLC | 3737 NW 34th | Oklahoma
City, OK73112-3553 | p. 405-440-3039 | rwaters@auth-teleflora.com
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Can you find the points in this email that identify it as a phishing attack? Click the area you think may identify this email as a phishing attack.
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Teleflora provides access to and encourages the use of voice
mail, computers, computer peripherals and other related
devices, e-mail and the Internet as deemed appropriate by
your supervisor for the performance of your job.

These electronic media, like telephones and all other forms
of Teleflora property, are provided for the performance of
Teleflora business. Electronic media must not be used for
unlawful, defamatory, discriminatory, harassing, obscene, or
other inappropriate communications that are against
Teleflora policies and procedures or interests.

The protection of confidential, sensitive and proprietary
information is of critical importance. The privacy of fellow
employees must also be respected.
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Teleflora provides access to and encourages the use of voice mail, computers, computer peripherals and other related devices, e-mail and the Internet as deemed appropriate by your supervisor for the performance of your job.  

These electronic media, like telephones and all other forms of Teleflora property, are provided for the performance of Teleflora business.  Electronic media must not be used for unlawful, defamatory, discriminatory, harassing, obscene, or other inappropriate communications that are against Teleflora policies and procedures or interests.  

The protection of confidential, sensitive and proprietary information is of critical importance. The privacy of fellow employees must also be respected.
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When using social media, be sure to take these steps to
ensure that your information is private.

« Don't reveal sensitive information
+ Don't accept friend requests from people you don’t know ‘
+ Adjust settings to only allow friends to view your account
= Turn on all security features





Slide notes

When using social media, be sure to take these steps to ensure that your information is private.

Don’t reveal sensitive information

Don’t accept friend requests from people you don’t know

Adjust settings to only allow friends to view your account

Turn on all security features
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You have passed Teleflora’s Security Quiz! To complete
your assessment, click the link below. This will open up
Teleflora’s Security Policy. Read through the policy and
sign the acknowledgement.

Acknowledgement
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Congratulations! You have passed Teleflora’s Security Quiz! To complete your assessment, click the link below. This will open up Teleflora’s Security Policy. Read through the policy and sign the acknowledgement.
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Unfortunately, you have failed to pass the exam.

You can attempt to take the quiz three times. After attempting the quiz three times. Click Next.
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